
FROM OLIVER WYMAN
DIGITAL IDEAS
TEN



  



Harnessing the potential of digital innovations is one 
of the great management challenges of our time. Why 
is it so hard? Because discovering new digital ways to 
improve a business requires not only staying on top of 
developments within the same industry – but also in 
other industries and countries. 

Ten Digital Ideas from Oliver Wyman, a collection of 
perspectives from across our firm, explores how 
leaders in industries ranging across financial services, 
manufacturing, transportation, healthcare, retail, energy, 
and logistics are capitalizing on digital innovations. 

We hope you find our articles informative and helpful. 

Paul Beswick Christoph Knoess
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Agile, experimental, and data-obsessed, digital 
disruptors have developed a “clock speed” 
culture that is resetting consumer expectations 
and changing the terms of engagement. Apple’s 
move into payments marked an inflection point 
in financial services, alongside the digital-only 
players in financial management and “robo” 
advisory services. In telephony, Skype has radically 
changed expectations, as has Netflix in cable TV, 
Airbnb in hotels, WarbyParker in eyeglasses, and 
Zappos in shoes. The list goes on and on.

For incumbents, survival depends on 
understanding – and applying – disruptors’ 
methods effectively. Clock speed measures 
how quickly a microprocessor crunches 
instructions – but high-clock-speed 
businesses do not just work faster. Rather, 
they focus on different processes and 

 MOVE AT CLOCK SPEED
 Companies need to behave like  
digital disruptors 

 Paul Beswick and Christoph Knoess

FINAL TEXT

make decisions in new ways, generating 
daily – even hourly – improvements, and 
achieve performance improvements that can  
be an order of magnitude greater than those 
from efficiency gains.

Trouble is, the practices are not easy to 
implement in large organizations used to 
competing by doing what they did yesterday, 
only better. Most companies have centralized 
structures to promote cost-cutting and 
efficiency. They make careful decisions based  
on analysis, planning, and consensus.

Moving at clock speed requires constant 
iteration to engineer processes that are 
inherently superior. Retooling for high clock 
speed means setting up agile, entrepreneurial 
pods that move from fast to instant and reject 
complexity for simplicity. Managers must be 
doers who lead empowered employees with 
the freedom to take risks and make their own 
decisions on the fly without the distraction of 
coordination, collaboration, and hierarchical 
decision making. Leadership needs to set 
the tone for a culture that values speed, 
responsiveness, and change above perfection.

Daily life must take place in “beta” mode. 
Instead of the traditional sequence of 
design-build-run, these processes should run 
in parallel. Just as Apple tested the first versions 
of its iPhone and used the feedback to enrich 
the design, a high-clock-speed company will 
put out a minimum viable product as soon as 
possible – and then redesign it repeatedly to 
generate a stream of improved versions. This 
constant iteration means that work should  
be divided into projects that last no more than  
a few months.
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It’s not possible – or even desirable – for an 
entire company to start working like this all 
of a sudden. Banks need small teams making 
rapid-fire decisions in order to develop new 
digital interfaces that can compete with upstart 
fintech competitors. But they won’t change 
their credit-rating models or rebrand without 
very careful consideration.

So it helps to develop a two-speed workforce, 
in which those parts that need to run at clock 
speed have a different structure and are 
given different incentives. When Comcast, 
for example, was under pressure from Netflix 
streaming and worried about Apple TV, it set 
up a separate team operating outside its legacy 
system with the freedom to experiment and fail. 
These engineers built Comcast’s live streaming 
system extremely fast, and then back-integrated 
it into the legacy system. When Capital One 
developed its “configurator” middleware to 
allow consumers to design their own cards, it 
pushed agile teams. These started as a couple 
of pilots but ended up revamping two-thirds of 
the IT system in 18 months – as they were also 
developing the consumer front end.

High-clock-speed companies use data as a 
competitive weapon. But instead of building 

COMPETING AT CLOCK SPEED
COMPANIES MUST MAKE ADJUSTMENTS ON MANY LEVELS TO MOVE AS FAST AS DIGITAL DISRUPTORS

CEO VISION HORIZON

ORGANIZATION

IT SYSTEMS

TALENT

FREQUENCY OF 
PRODUCT RELEASES

Quarterly financial targets

Siloed teams following general 
human resource rules reach 
decisions in days

Internal legacy systems

<5% engineers
and data scientists

2-3 product releases per 
year, rare customer digital 
interaction 

10 year transformation

Recombinant agile teams of 
empowered individuals make 
decisions in minutes

Enable plug and play via application 
programming interfaces with 
product specific open sourced 
content

>30% engineers
and data scientists

Daily product releases, 
frequent customer digital 
interaction

3-5 year optimization

Cross-divisional teams working 
with line management reach 
decisions in hours

Integrated and cloud based

<10% engineers
and data scientists

Monthly product releases, 
occasional customer digital 
interaction

NORMAL FAST
CLOCK 
SPEED

Source: Oliver Wyman analysis

big systems, they outsource IT functions 
when they can. They empower customers to 
perform transactions themselves, reducing 
manual processing – and yielding data to 
harvest. That leaves them free to use the results 
in product development, or to improve the 
customer experience – free to focus on the core 
20 percent of assets that drive 80 percent of 
revenues. For one bank, ruthless digitization 
has reduced 20-plus systems and databases 
into a single view on its customers, shrinking 
the time it takes to process a mortgage from 10 
days to less than an hour.

These principles are part of the DNA of digital 
natives. Established incumbents, however, 
will need a strategy to change the workforce’s 
mindset, culture, and skill sets. Leaders need 
to be open to new ideas, adapt quickly, and 
encourage different cultures in different parts of 
the organization. That means they will need to 
lead more and manage less.

Paul Beswick is a Boston-based partner and 
Christoph Knoess is a New York-based partner in 
Oliver Wyman’s Digital practice. 

This article first appeared on BRINK.
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Blockchain technology has become a major trend 

as fintech ventures and banks (and numerous 

and varied combinations of the two) experiment 

with putting the new technology to use. These 

uses could include providing everything from a 

distributed ledger for ownership titles to a global 

settlement network with real-time execution and 

recording of bond trades. It is “overwhelmingly 

likely” that the financial industry will use the 

technology, former United States Treasury  

Secretary Larry Summers said in May.

Plenty of hurdles to widespread adoption remain. 

Perhaps the biggest one is that developers must 

first demonstrate that the technology is robust and 

can perform tasks more effectively than existing 

 BEWARE OF  
 DIGITAL BUZZ 
 What it takes for complex innovations like 
 blockchain to work out

 Chris Allchin, Ben Shepherd, and Matthew Dougherty 

TEXT IS FINAL

THE FUTURE OF BLOCKCHAIN
BLOCKCHAIN’S OUTLOOK IN CAPITAL MARKETS

Bitcoin white paper
is published by
“Satoshi Nakamoto”

Major capital markets 
players form consortia 
(R3 & DAH)

Blockchain technologies 
replace some basic existing 
capital markets systems

2008

Blockchain is widely 
adopted after many 
trials and errors

Disruptive applications run 
in parallel with existing 
capital market systems

Startups and banks invest in 
developing next-generation 
blockchain technology

2015 2018 20262013 2016 2023

Launch of Ethereum 
and other “Bitcoin 
2.0” projects

Source: Oliver Wyman analysis

methods. This will take years and involve plenty of 

trial and error – just as it has when other industries 

have adopted new technologies.

Financial institutions need to develop a long-term 

strategy for the technology based on hard business 

cases for its potential applications. That means 

working with vendors and partners to figure 

out step-by-step what problems blockchain can 

solve – and resist distraction by distant possibilities 

that might not pan out.

Blockchain systems could eventually simplify 

operations and eliminate duplication, redrawing  

the architecture of capital markets. That might save 

some of the $100 billion to $150 billion that banks 
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spend on IT and operations for capital markets. This 

potential has led a new generation of fintech firms 

to start banging on the door with innovative ways to 

perform the work previously done by banks.

But it is unlikely that financial services will join the 

group of industries facing a digital revolution as 

networks reach outside the realm of information, 

since these new blockchain applications are 

exceedingly complex. Execution in financial markets 

will need the real-world expertise of established 

players, and banks and their collaborators will 

have to decide whether the time and resource 

requirements will actually pay off. Moreover, 

innovations in financial markets entail the explicit 

blessing of regulators well ahead of time. Startups 

will not be able simply to invade, as was the case in 

other industries, where they often took an “act first, 

seek forgiveness later” approach to regulation.

These factors are encouraging collaboration between 

the try-your-luck world of tech startups and the 

financial establishment – and presenting an array 

of questions. Will new systems compete until one 

eventually prevails, or will several competing systems 

performing similar tasks coexist? Will an agreement 

on common standards – or an internet-type universal 

protocol – be reached?

While the answers may not be clear now, there 

are some guiding principles to bear in mind. 

Most importantly, strategic thinking should start 

with a vision of how blockchain technology could 

benefit clients or market participants. This should 

progress toward an evaluation of specific business 

opportunities, comparing the new solutions 

Chris Allchin and Ben Shepherd are London-based 
partners and Matthew Dougherty is a London-based 
engagement manager in Oliver Wyman’s Financial 
Services practice.

This article first appeared on BRINK.

with improvements to existing market processes 

and systems.

To secure the kind of ongoing investment needed, 

it is important that practical uses of the technology 

be realized within a relatively short time frame, 

as soon as late 2017. These could be niche uses 

where only a few initial participants are required 

for critical mass, such as narrow areas of existing 

processes or transformations of smaller markets. 

Applications might then evolve by 2020 or 2022 

into more substantial applications used by larger 

players in a bigger, important market. Mass 

adoption will follow only after 10 years or more – so 

long as the technology is robust and a number 

of market participants have invested major time 

and resources.

Despite the current excitement, the ride ahead is 

likely to be bumpy. Like players in other industries 

on the verge of radical technological change, 

financial institutions will fare better if they take part 

in the disrupting rather than finding themselves 

disrupted; however, it is vital that they stay focused 

on concrete gains.
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In nine years’ time, we estimate the world’s 
“sharing economy” will expand by nearly 
12 times, to reach $300 billion. Peer-to-peer 
lending, accommodations, ride-sharing, 
content streaming, and online outsourcing are 
undergoing an unprecedented expansion. But 
their current size represents but a fraction of 
what companies will “share” in the future. Once 
corporate giants begin to disaggregate their 
physical assets to be consumed as services, 
the next phase of providing access to excess 
capacity over the internet – not just by people 
but also by companies – will dwarf anything 
we’ve witnessed so far.

Ultimately, most companies will need to morph 
into marketplaces to some extent – or they will 
risk losing their strength and might. 

 SHARE OR SHRIVEL
 Why no business can ignore the rise of  
 the sharing economy 

 Bruno Despujol and Marc Boilard

Some leading businesses already understand 
this. About 40 percent of Amazon’s value is 
now based on offering access to other retailers’ 
products through its “marketplace,” rather than 
from its own inventory. The French hotel chain 
Accor Hotels offers not only rooms at its own 
hotels through its website, but also those of other 
hotel chains. German automaker Opel manages 
an app that enables vehicle owners to rent out 
cars of any brand. Luxury car makers Daimler and 
BMW are assisting their customers to rent out 
vehicles when they are idle.

More companies will follow suit to avoid being 
sidelined. Consider what’s happening: Airbnb, 
founded in 2008, has been raising funds that 
place a greater valuation on it than the market 
capitalization of many well-known hotel chains. 
Just as telling, consumers are now more satisfied 
by sharing platforms than with many luxury 
items. In 2015, about 30 percent more people 
said they would recommend “sharing” taxis at 
Lyft, accommodations at Airbnb, and carpooling 
through Paris-based online ride-sharing service 
BlaBlaCar to their friends than buying a product 
from Yves Saint Laurent or even Apple.

There are several reasons why this turnabout will 
only continue to spread. First, the availability 
of more data about people and things over the 
Internet permits today’s sharing platforms to 
offer services for about half as much as traditional 
players. Second, as more people become 
both customers and ad-hoc suppliers, sharing 
platforms will only improve their customer 
experiences, especially once digital millennials 
become the majority of the population. 
Already, in France, where many people carpool 
through BlaBlaCar, carpoolers trust their fellow 
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carpoolers more than their neighbors and 
almost as much as their family and friends, a 
recent survey conducted by the Paris-based 
Research Centre for the Study and Monitoring 
of Living Standards showed.

Finally, sharing permits companies to build 
up their supply of inventory much faster and 
cheaper than traditional competitors. Airbnb, 
for example, adds rooms to its website three 
times as fast as the online hotel booking 
service Booking.com. More companies will be 
able to ramp up their offerings more quickly,  
as the number of smartphones nearly triples 
over the next five years and they operate as 
remote controls for tens of billions of objects, 
ranging from televisions to thermostats to 
washing machines. 

Sharing platforms are already becoming an 
important source of additional revenue for 
some companies. Online communities such 
as MICE and SharedOffices.com are matching 
people up with companies’ idle offices and 
conference rooms, from Dubai to Moscow. 
Seattle, Washington-based on-demand 
online warehousing provider Flexe.com is 
enabling companies to share their excess 
warehouse space in more than 200 cities in the 
United States and Canada through its online 
marketplace. Hospitals are lending each other 

Bruno Despujol is a Paris-based partner in 
Oliver Wyman’s Digital and Business and Consumer 
Services practices. Marc Boilard is a Paris-based 
partner in Oliver Wyman’s Manufacturing practice. 

This article first appeared on BRINK.

THE SHARING ECONOMY MARKET SIZE
BY 2025, TODAY’S “SHARING ECONOMY” WILL EXPAND BY NEARLY 12 TIMES

10-YEAR ESTIMATED INCREASE 
IN MARKET SIZE 

>1,150%

12 EXAMPLES OF 
SHARING INDUSTRIES

• Peer-to-peer accommodation

• Car/ride sharing

• Streaming content such as video 
 and music 

• Freelance outsourcing/sta�ng 

• Peer-to-peer lending/crowdfunding

• O�ce and warehouse sharing

• Wholesale purchases through  
 retailers’ marketplaces

• Freelance services such as legal advice
 and content creation

• Freelance catering

• Collaborative educational platforms

• Peer-to-peer equipment and   
 machinery sharing

• Logistics sharing

US $ BILLION

$26

>$300

2015

2025

Source: Oliver Wyman analysis

medical equipment. Some manufacturers 
are examining the potential of sharing their 
assembly lines and fleets of trucks. 

Governments, too, will push the envelope 
of going halves. The Chinese government is 
studying if ride-sharing services can replace 
investing in more public transportation. 
Germany and the Netherlands are sharing 
soldiers, tanks, ships, and other military 
equipment to cope with cuts in military 
spending. And on and on and on.

The sharing economy began as a collection 
of online networks designed to help people 
get by with less by sharing things with their 
neighbors. But that is not where it will end. The 
act of sharing has already changed the way that 
people find rides, loans, and accommodations. 
Now, many other industries are considering 
setting new standards by behaving more like 
marketplaces. The race to remain relevant is on. 
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German automakers, auto suppliers, machinery 
companies, and machine tool builders have long 
been manufacturing leaders, in part because of 
their ability to unlock the potential of software, 
sensors, networks, and electronic devices on 
their assembly lines. Now, they are pioneering 
a new phase of digital manufacturing that 
will transform the processes surrounding the 
manufacturing of everything from automobiles 
to trains, machinery, and even kitchens.

By digitizing the processes that govern how 
a new idea is brought to production, sales to 
delivery, and factory maintenance, German 

 BECOME 
 DIGITALLY LEAN
 German manufacturing is leading a digital 
industrial revolution

 Thomas Kautzsch

POTENTIAL GAINS FROM DIGITALIZING INDUSTRY BY 2030
THE NEXT PHASE OF DIGITAL MANUFACTURING COULD BOOST MANUFACTURERS’ MARGINS BY $1.4 TRILLION

$600
Demand forecasting and intelligent pricing

$300
Flexible production and e�cient mass customization

$30
Plant network optimization

$70
Smart maintenance and equipment performance

$120
Smart purchasing and outsourcing

$30
Production planning and dispatching automation

$20
Next generation inventory management

$120
Product launch

$100
Research and development e�ciency

$1,070
SALES TO DELIVERY

$100 
OPERATIONS AND SERVICES

$220
IDEAS TO PRODUCTION

US $ BILLION

TOTAL

$1.4 trillion

Source: Oliver Wyman analysis

manufacturers are already beginning to 
significantly improve their margins. By 2030, we 
estimate manufacturers worldwide could realize 
an estimated $1.4 trillion in upside by taking 
a page from leading German manufacturers’ 
playbooks. Most of these gains will result from 
better management of pre- and post-production 
processes – the rest will continue to come from 
production improvements.

Idea to production: It used to be that every new 
car model required 20 extra hours of work due to 
quality issues or unplanned changes – adding up 
to billions of dollars per year.
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But digital technologies could save $100 million 
per new car launch on average, by integrating 
design and change data more closely with 
production. By simulating the production of 
a new car (using as few as 100 prototypes or 
validation models), engineers can estimate 
what each change might do to the car’s overall 
performance and how much it would cost to 
make the change – before cutting a single 
sheet of metal.

Sales to delivery: By relying more on big data 
demand forecasting techniques, we estimate 
that manufacturers globally could boost their 
margins by $600 billion over the next 14 years. 
Today, about 75 percent of global automotive 
production follows a built-to-stock logic based 
on dealers’ judgments. But showcased cars 
rarely match customer preferences, while built-
to-stock cars have extended turnover times, 
often forcing dealers to sell cars at discounts.

Some German automakers are boosting their 
profit per vehicle by systematically analyzing 
dealer information, customers’ online 
configurations, and current and past take rates 
to determine what built-to-stock cars to display. 
Soon, many will take this to a higher level by 
incorporating more real-time information from 
sources such as third-party research data, 
customer-relationship management systems, 
competitor information, and online forums. By 
doing so, they can forecast demand for models 
and options at individual dealers more precisely 
and sell cars more quickly with fewer discounts.

At the same time, manufacturers can improve 
their assembly lines’ utilization by developing 
real-time simulation and feedback loops 
between the shop floor and engineering. Take 
high-end kitchen and cabinetry manufacturing. 
Well-crafted kitchens have traditionally 
taken a long time to be delivered because 
their production involves incorporating 
customer-specific elements by hand into 
modular pieces.

Now, manufacturers are cutting the time 
required to deliver kitchens by automating 
“lot size one” manufacturing, with digital 
representation of a homeowner’s choices. 
Everything from the faucet to the dishwasher 
is integrated into the design, and all cutting, 
forming, and fabricating is done by the actual 
suppliers of the individual pieces.

Smart maintenance and equipment 
performance: German manufacturers now 
deploy 3D printing and modeling techniques 
that will eventually completely change the way 
manufacturers maintain their factories. 

Plant maintenance is conducted faster, more 
reliably, and at a lower cost thanks to up-front 
3D digital mock-ups of entire factories and 
lines. These mock-ups simulate processes in 
real-time and are developed up front. So new 
software can be commissioned and deployed 
without software engineers ever setting foot on 
the factory floor.

With real-time monitoring and improved 
analytics, German machine operators can avoid 
replacing parts too early or too late. By using 3D 
printing to obtain parts “on demand,” many avoid 
keeping large stocks of spare parts on hand.

A new generation of manufacturing is underway. 
But the greatest gains will come from how 
algorithm-based decision making enables 
manufacturers to conduct everything from 
pricing and product planning to supply chain 
management and research more efficiently. 
German manufacturing offers a glimpse of how 
product management could change almost 
beyond recognition. New digital approaches 
are appearing every day. If they are not already, 
manufacturers globally will likely soon follow in 
their footsteps.

Thomas Kautzsch is a Munich-based partner  
and global leader of Oliver Wyman’s Automotive  
and Manufacturing Industries practice.

This article is adapted from an article that first appeared 
in Harvard Business Review.
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 BE MODULAR
 A lesson for financial services

 Chris Allchin and Matt Austen

Twenty years ago, new low-cost carriers 
attacked the newly deregulated airline industry, 
using techniques that ranged from quick 
plane turnaround to dynamic seat pricing. 
The established airlines that survived were 
those that adopted a “modular” approach and 
outsourced processes such as maintenance, 
ground handling, and catering.

Other industries are going the same way at 
different speeds, as digital technology makes 
it easier to split off different stages of the value 
chain into modules. Hotels are already highly 
modular in their handling of demand, letting 
traffic arrive through a variety of customer 
interfaces. By contrast, many oil and gas 
operations are still fully integrated.

Financial services are now on this path. The 
industry traditionally functioned as a collection 
of vertically integrated one-stop shops. 
Monoline investment banks and securities 
firms have long taken a more modular tack 
in the United States. Now their approach is 
spreading globally amid declining customer 
loyalty, new products, processes, and customer 
platforms that compete in performing many of 
the industry’s traditional tasks. 

In total, $1 trillion of revenues and costs are 
up for grabs in an industry with revenues of 
$5.7 trillion. Some of that will simply be passed 
along as savings to customers through lower 
prices. Much of the rest could go to fintech 
startups unless established firms aggressively 
develop new products and customer interfaces. 
That means first understanding what modular 
financial services will look like.

The most visible changes will come where 
customers seek out a service. In the 
United Kingdom, aggregators appeared in 
property and casualty insurance in the early 
2000s, letting customers compare prices easily. 
Aggregators’ penetration in auto insurance has 
risen to 65 percent, from just 5 percent a decade 
ago, and a quarter of all policyholders now 
switch providers every year, driving down prices. 
Throughout the financial services industry, price 
compression could benefit customers from 
between $150 billion and $300 billion.

A race is now on to build digital platforms that 
go beyond simple price comparison, and reduce 
hassle, increase choice, or boost speed. These 
could focus on major life events, such as buying 
a house. Through an online platform, a potential 
buyer could instantly access their asset portfolio; 
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A BREAKDOWN OF MODULAR FINANCIAL SERVICES
ONCE THE FINANCIAL SERVICES INDUSTRY BECOMES MORE MODULAR, AS MUCH AS $1 TRILLION OF 
COSTS AND REVENUES WILL BE UP FOR GRABS

Maximum Total $1.09 trillion 

BANKING AND INSURANCE REVENUE BANKING COSTS

VALUE SHIFT ESTIMATED IMPACT

BANK 
RE-PLATFORMING up to $340 billion

Potential cost savings from 
re-platforming largest 230 banks

SOURCING 
PROVIDERS up to $50 billion

Operation profit opportunity for 
sourcing providers

VALUE SHIFT ESTIMATED IMPACT

CUSTOMER 
PLATFORMS $50-$150 billion

Revenue opportunity for incumbents 
or third-party platforms

$150-$300 billion
Reduction in cost for customers due 
to transparency and competition

PRICE 
COMPARISON

$50-$250 billion
Revenue opportunity for innovative 
product o�erings

NEW BUSINESS 
MODELS

Source: Oliver Wyman analysis

then check out their eligibility for a loan – and 
search for the best deal. Electronic contracts 
could make the whole process extremely quick. 
New customer platforms could capture between 
$50 billion to $150 billion of revenues from 
today’s banking and insurance markets. 

Platforms will provide access to a wider range 
of products, which will therefore need to be 
designed for very specific customers and 
needs. Data and analytics will be big enablers: 
In auto insurance, telematics systems are 
already tracking driver behavior, promising 
lower prices for safer drivers (and possibly 
reducing road fatalities). Robo-advisory – the 
use of algorithms to find the right investment 
product for a customer – has triggered an 
analytics arms race. Innovative products could 
capture between $150 billion and $250 billion  
of existing revenues.

The biggest bottom-line impact could come 
from retooling financial institutions’ back 
offices, which are often too big, too old, and too 
clunky. Many firms will outsource large chunks 
of these operations, such as loan-payment 
processing or property and casualty insurance 
claims management. 

Bigger groups might be better off completely 
overhauling their internal systems and creating 

a “data fortress.” This could cost a bank 
$4 billion or more and comes with the risk of 
the new model being obsolete by the time it 
is ready. However, legacy systems will not be 
sustainable in the new, modular world, which 
will need speedy launches for new products and 
a slick customer experience.

Financial services have so far been spared a 
large-scale startup invasion. The industry has 
proven a high hurdle for newcomers because of 
its capital intensity, high level of regulation, and 
greater need for trust and privacy.

But startups may now be able to skim off some 
of the more lucrative lines – depending on how 
quickly traditional banks respond. Specialist 
customer platforms attract a price-to-earnings 
ratio of 35 and back-office providers trade 
at ratios of 25, compared to ratios ranging 
from 14 to 17 for a representative sample of 
integrated financial institutions.

To survive in a modular world, firms need to ask 
themselves: What are my areas of strength? And 
what can others do better?

Chris Allchin and Matt Austen are London-based 
partners in Oliver Wyman’s Financial Services practice. 

This article is adapted from an article that first 
appeared on BRINK.
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Armed with an array of sensors, commercial 
drones are about to become a new source for 
digital information. We expect the drone market 
to surge to nearly $7 billion by 2020 globally, 
driven by regulatory clarification, continuously 
decreasing component costs, and – most 
important – ongoing innovation that connects 
drone capabilities to big-data analytics.

Leaders across a spectrum of industries are 
already availing themselves of drone-based 
data. In the oil industry, for example, what used 
to be weeks of inspection work now takes just 
days, thanks to drone-based thermal imaging 
and gas “sniffer” technology to inspect oil rigs 
and pipelines. Sky Futures, a third-party drone 
services company that specializes in such 
inspections, works with oil companies, such  
as BP, Shell, Statoil, and Conoco Philips, and  

has raised $9.5 million in investment capital  
in just the past year.

In transportation, American railroad BNSF 
is partnering with the Federal Aviation 
Administration to test drones for remote 
track and bridge inspection and air quality 
monitoring. Network Rail in the United Kingdom 
is using drones as part of its ORBIS project to 
digitize the country’s rail network in 3D, to 
enable better planning of track maintenance 
and renewal. Airlines Easyjet and Lufthansa have 
adopted drones as a tool for aircraft inspections.

Other industries are being persuaded by the 
cost and safety benefits of drone-based data as 
well. Mining giant Rio Tinto is using drones to 
survey equipment and mining pits in Western 
Australia. Heavy machinery company Caterpillar 

 PREPARE FOR THE NEW 
 DRONE DATA WAVE
 Companies are turning drones into a 
 competitive advantage

 Guillaume Thibault and Georges Aoude 

DRONE DATA UPDATE
SENSOR-LADEN DRONES PROVIDE NEW DATA-GATHERING OPTIONS

ELECTROMAGNETIC SPECTRUM – NOT TO SCALE

Gamma Ray X-ray Ultraviolet InfraredVisible Terahertz Microwave Radio

Near infrared can be used for vegetation analysis.

Visual photos/video can be used for cartography, topography, 3D modeling.

Lidar (light imaging and radar) can be used for topography, cubature analysis, 3D modeling.

Multispectral/hyperspectral sensor uses include detecting agricultural disease and plant/water analysis.

Thermal infrared uses include analysis of water stress and building thermography.

Terahertz imaging can be used for non-destructive materials analysis.

Shorter wavelength (Higher frequency, higher energy) Longer wavelength (Lower frequency, lower energy)

Source: Oliver Wyman analysis 

TEXT NOT FINAL

14 | TEN DIGITAL IDEAS FROM OLIVER WYMAN



Guillaume Thibault is a partner in Oliver Wyman’s 
Business Consumer Services and  Manufacturing 
practices. Georges Aoude is an Oliver Wyman 
alumnus. 

This article first appeared in Harvard Business Review.

is reportedly exploring the use of drones for 
fleet vehicle management in the field, while 
drones are the cornerstone of Komatsu’s 
“Smart Construction” service, which can fully 
automate bulldozers and excavators. And one 
of retail’s largest players, Walmart, is testing 
how drones could help improve warehouse 
inventory management.

The multiplying possibilities of drone-based 
data could inspire across-the-board alterations 
in data gathering strategies, particularly if 
such changes lead to cost savings, improved 
safety, and enhanced analytics. For example, 
savings are to be had in analysis of inventory 
stockpiles, thermal imaging of pipelines and rail 
lines, three-dimensional modeling of insurance 
claims, and non-destructive terahertz imaging 
for buildings. Soon, it might be worthwhile for 
many companies to check whether drone-based 
data could add value – either to optimize current 
operations or offer new avenues for growth.

If a company can identify potential benefits,  
it can then consider whether to consolidate 
drone program development across multiple 
business units or subsidiaries, so as to 
concentrate investment dollars and strengthen 
data analytics. In addition, organizations that 
decide to invest in drones may need to adjust 
their data architectures and processes.

Businesses also will need to determine whether 
to run their own drones or outsource. Factors 
such as investment horizon, need for data 
security, and desired development speed will 
influence this choice. A company might opt 
for in-house drone operation and data analysis 
if it is concerned about proprietary issues 
or security, is willing to make a substantial 
up-front investment, and wants to take a “learn 
by doing” approach. As an example, French 
railway operator SNCF is using an internal drone 
program to enhance safety and maintenance 
through network surveillance.

Outsourcing may make more sense, on the 
other hand, where data can be shared, or if 
a company wants to get a drone-based data 
program off the ground quickly and with less 
investment. Commercially qualified drone 
services firms offering multi-sensor data have 
sprung up in a number of industries already, and 
partnering with such firms is proving to be  

a popular option. These partnerships are leading  
to new business ventures: Lufthansa Aerial 
Services inked a deal in January with drone maker 
DJI to develop specialized commercial unmanned 
aerial vehicle applications – starting with a pilot 
project for a wind turbine manufacturer.

Finally, whether they outsource or develop their 
drone teams in-house, organizations will need 
to develop internal capabilities for big-data 
analytics to make use of this new wealth of 
information. This will mean hiring the types 
of data scientists typically found at data-rich 
technology companies. 

For many companies, drones are quickly 
becoming another component that must 
be considered in developing digitalization 
strategies. Backed by cloud services and 
big-data techniques, the unprecedented 
data gathering capabilities of drones have 
the potential to radically alter the competitive 
dynamics of the information landscape.
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Digital disruptors have generated undreamt 
of shareholder value by introducing new and 
innovative business models that many once 
considered impossible. In transportation it’s 
been Uber. Retail, Amazon and Alibaba. In 
hospitality, Airbnb. By leveraging platform 
economics to their benefit, each of these 
disruptors created a major advantage in cost, 
selection, immediacy, and level of service. Not 
surprisingly, in a recent survey we conducted  
of 3,500 consumers, digital leaders scored  
50 percent higher in the functional benefits 

they deliver to customers, such as saving time, 
making life easier, and customization. 

But there’s a catch. When we asked how most do 
on softer attributes such as caring for, listening 
to, and being on their customer’s side, digital 
leaders are merely at parity. Their resulting 
loyalty scores are also not significantly higher. 
Our data shows Facebook, Youtube, Etsy, Uber, 
and Airbnb have loyalty rankings of 30 percent 
or lower, compared to 40 percent for Disney, 
50 percent for American Express, and 65 percent 

 DON’T JUST DIGITIZE, 
 HUMANIZE
 Companies’ digital futures will depend on 
 emotional bonds as much as functional superiority

 John Marshall and Dan Clay

DIGITAL EMOTIONAL TECHNOLOGIES
TOOLKITS FOR FORGING DEEPER EMOTIONAL CONNECTIONS ARE ADVANCING RAPIDLY

I BELONG
Collaborate in ways you 
couldn’t before 

Communications: 
Centralized agents will 
free us up to focus on 
communication rather 
than coordination by 
helping us to manage our 
exchanges across channels, 
from ChatBots to Digital 
Assistants.

Social and sharing: Social 
networks will be more vivid 
(through virtual reality), 
productive (through shared 
interest platforms), and 
cross-functional (with 
payment and gifting). 

I CONTRIBUTE
Make things you couldn’t 
before 

Authoring, posting, 
editing: Platforms will 
continue to let you easily 
make and share your 
creations − from YouTube 
(content) to TeeSpring 
(T-Shirts), to Motif 
(investment portfolios). 

3D printing: 3D printing 
will change what can be 
made, and by whom − we’ll 
3D print dresses from home 
and bones from hospitals. 

I’M HAPPY
Feel things you couldn’t 
before

Virtual reality/augmented 
reality: The line between 
“virtual” and “real” will 
disappear. Your augmented 
reality overlay will 
constantly stream relevant 
knowledge, connecting 
you intelligently to your 
surroundings. 

5G speeds: 5G will power 
driverless cars, robots, 
smart cities, and massive 
sensor networks.

Speech to speech: 
Speech-to-speech 
translation will break down 
cultural and political 
barriers, allowing you to  
immerse yourself in 
cross-cultural experiences. 

I’M POWERFUL
Do things you couldn’t 
do before 

Artificial Intelligence: AI 
will perform many cognitive 
tasks better than humans 
ever could. Within 10 years, 
30% of business content will 
be authored by machines. 

Crowdsourcing: Constant 
sharing and streamlined 
digital platforms will allow 
us to seamlessly obtain 
“crowd” advice and action 
at any moment, helping us 
complete tasks by 
outsourcing to the crowd.

Transparent ratings: A 
complex set of “ratings” 
will manage our work 
performance, fitness, or 
sociability, with high ratings 
equating to access and 
opportunity. 

KNOWING CONNECTING CREATING IMMERSING EMPOWERING
I’M UNDERSTOOD 
Be recognized and 
understood like never before

Biometrics: Biometrics will 
launch complex decision 
platforms to act on your 
behalf like playing the 
song you’ll love based on 
your mood.

Tracking: Tracking will 
occur automatically, and 
we’ll trade privacy for the 
benefits of sharing data − 
like micro-payments for 
our behavior.

Predictive modeling:   
Human-centric algorithmic 
personalization platforms 
will create a more complete 
data picture with more 
accurate predictions based 
on the crowd’s collective 
intelligence. 

Source: Lippincott
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for USAA. So while many digital businesses have 
created massive customer value, there is a risk 
that they are potentially fleeting utilities.

Emotional connection matters. The bond 
between a consumer and brand drives 
preference and loyalty. One recent study by 
Motista, a predictive intelligence company, 
confirmed that brands with strong emotional 
engagement enjoy 50 percent higher customer 
value over their peers. If people don’t have that 
kind of connection with your business, they’ll 
drop you as quickly as they dropped their travel 
agent, their bookstore, or their yellow cab.

Even more to the point, the kind of human 
connection that drives lasting value is exactly 
what technology is ideally suited to deliver, and 
is ultimately destined to do: listening more, 
remembering better, knowing more deeply. 
Technology’s toolkit for emotional connection is 
growing in leaps and bounds. Soon people will 
be perpetually and seamlessly connected to the 
network, through their clothes, their wearables, 
their biometric data, their presence and 
preferences that will be recognized everywhere 
and anywhere. Hunching over screens will give 
way to human dialogue-based interactions such 
as Alexa and Viv. Intelligent AI will anticipate 
needs that have not been conceived of, and 
virtual worlds will immerse people in richer 
experiences. 

To remain successful, therefore, companies will 
need to adopt a new mindset, one that focuses 
as much on the emotional as the functional. 
They will need to understand four fundamental 
human needs that technology is destined to 
deliver and build customer experiences around 
them: understand me, take care of me, let me 
contribute, and help me belong. 

There are examples of how companies – both 
new and old – are already doing this. Technology 
listens, remembers what matters, and raises 
the intimacy of our conversations. Amazon 
understands you by aggregating your purchases 
and predicting what you’ll like next. Delta knows 
when and where to help people, and serves up 
a free meal coupon from the kiosk when a flight 
is delayed. Motif, an online broker, helps you 
contribute by letting you “playlist” your own 
investment portfolio based on your goals and 
values. And Waze, the crowd-sourced traffic app, 

creates shared meaning by engaging its most 
loyal users as much as new players of the game.

At the heart of this deeper intimacy is an 
information exchange, the creation of bonds that 
depend on a trusted level of sharing. But here 
the data tells another important story. Asked the 
simple question – do you trust this brand with 
your data? – digital leaders averaged only one 
out of three customers saying yes. Dispersion 
across companies ranged from 14 percent to  
62 percent, with social network leaders 
averaging in the low teens. Truly creating the 
connections will require a deeper level of trust 
than that which exists in most businesses today.

The lure of digital technologies is that of scale. 
We can grow user bases overnight, test new 
ideas instantly, and improve offerings through 
perpetual cycles of optimization. But the risk 
is we lose the human in the data. Long-term, 
technology’s promise isn’t efficiency, it’s 
actually intimacy. Once that is achieved, today’s 
functional advantage will be accompanied, and 
eclipsed, by tomorrow’s emotional bonds. 

All companies will be forced to profoundly 
rethink how they can compete in this 
next-generation, more-human digital world, 
which is unclaimed territory. For digital  
natives, the new advances will be a means  
to form better human connections. For 
traditional companies with solid  
customer relationships built up over  
decades, these technologies could propel  
them to the front of the digital pack. 

John Marshall is the chief client and strategy officer 
and Dan Clay is a senior associate of Oliver Wyman’s 
Lippincott, a creative consultancy. 

This article is adapted from an article that  
first appeared on CMO.com.

17



 STAY AHEAD OF 
 SMARTER APPS
 Make way for uber-trucking

 Marc Meketon and Bill Rennicke 

Mobile application-based ride-sharing services 
such as Uber and Lyft have revolutionized the 
urban taxi landscape in the past few years. Now, 
the idea of doing something similar to fill out 
trucks to full capacity is catching fire.

At least a dozen companies are in the hunt to 
develop and promote “smart trucking” apps 
that provide an all-in-one solution for freight 
shippers and carriers: fast, automated load 
matching based on location and equipment; 
turn-by-turn route planning and shipment 
tracking; algorithm-based instant pricing; and 
seamless proof-of-delivery, billing, and payment. 
These apps are looking to replace fragmented 
and time-consuming legacy processes, such as 
the countless hours truckers often spend trying 
to find loads by calling freight brokers and 
checking load boards.

Many smart trucking apps are being developed 
by technology companies that believe they 
can undercut the middleman fees charged by 
traditional freight brokers, while offering more 
comprehensive solutions. Thus much like the 
taxi industry, which is fighting back against ride 

sharing with its own streamlined apps (such as 
Hailo and Arro), freight brokers will need  
to embrace “uberization” – or risk being 
displaced entirely. 

Smart trucking apps are the latest example of how 
digital innovations first developed for consumers 
are jumping the gap to offer transformative 
solutions for business as well. On the motor carrier 
side, the use of smart apps could offer benefits 
such as lower operating costs, higher revenues, 
and better fuel efficiency and asset utilization. 
Most trucking companies are small (more than 90 
percent of United States trucking companies, for 
example, operate six or fewer units), and all-in-one 
apps could level the playing field between mom-
and-pops and larger firms. 

On the shipper side, larger app-based 
marketplaces should give small shippers more 
access to on-demand capacity, at price points 
that they can more easily control. And large 
shippers should be better able to manage 
“exception freight” that falls outside of their 
typical contract agreements, such as freight 
surges prior to holidays. 

Across the supply chain, uberization promises 
to increase visibility and transparency for all 
stakeholders. New load-matching apps will 
unlock the excess capacity now hidden due to 
logistics inefficiencies and origin/destination 
imbalances, and could help offset the growing 
shortage of hundreds of thousands of truck 
drivers in the United States and Europe. 

These apps also could generate disruptions that 
ripple across the supply chain as they evolve and 
their adoption expands. For example, companies 
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with large private fleets of trucks – like a Tyson 
Foods or Albertsons – might be able to downsize 
to meet their average requirements, secure in 
the knowledge that smart apps could readily 
locate extra capacity when needed to meet peak 
demand. Similarly, private fleets could sell their 
excess capacity into the market when their own 
demand is down. 

Third-party logistics terminals and distribution 
centers could see new and changing demands 
as well, such as increased load sharing and 
load exchanges, which would enable truckers 
to optimize their schedules and routes and 
expand opportunities for small motor carriers to 
compete against large ones. 

Eventually, the many different smart trucking 
apps in development could narrow down to just 
one or a few choices – meaning marketplaces 
with visibility across a large share of available 
loads and capacity, backed by all of the tools 
required to make booking, transporting, 

tracking, and payment as painless as possible. 
And as shippers and drivers become used to 
the immediacy and ease of use of mobile-based 
tools, even large trucking companies may 
need to modify their fleet and transportation 
management systems accordingly. 

Right now, who reaps the value of disruption 
in trucking is still up for grabs. Realizing that 
value will require not only embracing evolving 
technology but figuring out how to morph 
organizational and customer-facing structures 
in tandem (and soon). The choice is going to be 
as simple for trucking industry stakeholders as 
it has been for media, taxis, and retail shopping: 
They will need to put the pedal to the metal if 
they expect to stay in the fast lane.

Marc Meketon is a Princeton-based vice president 
and Bill Rennicke is a Boston-based partner in 
Oliver Wyman’s Transportation practice.

This article first appeared in Forbes. 

SMART TRUCKING APPS
NEW APPS WILL CHANGE THE RULES OF THE ROAD

Fast load matching
based on location
and equipment type
Truckers will no longer 
need to rely on freight 
brokers to find loads, as 
apps will automatically 
surface loads that match. 

STAGE 1 STAGE 2 STAGE 3 STAGE 4 STAGE 5 

Instant pricing based
on market and load 
requirements
The pricing of loads will
no longer be a lengthy 
negotiation when 
app-based algorithms 
can provide instant 
recommendations.

Automated notification
of important events 
Shippers and truckers
will be notified of pickups, 
drop-offs, and
schedule changes.

Automated billing
and payment
Truckers will be able to
bill and get paid through 
apps, bypassing more 
time-consuming
legacy processes. 

Reviews and ratings
for all parties
Truckers and shippers can 
review and rate one 
another, encouraging 
high-quality service and 
honest transactions.

Proof-of-delivery 
documentation
Proof-of-delivery 
documentation will be 
wrapped into apps, 
eliminating legacy electronic 
data interchanges (EDI). 

Real-time tracking
of trucks via GPS
Global positioning 
systems will allow 
shippers to track loads 
in real-time.

Route planning
and navigation
Apps will show the best 
routes to pickup and 
drop-off points, including 
truck stops and 
specialized truck services.

Instant load booking
Truckers will be able to 
book loads instantly using 
apps, instead of over the 
phone or email.

Source: Fleet Owner, Journal of Commerce, Wall Street Journal, Oliver Wyman
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 LEARN FROM 
 ONLINE RETAILERS
 Personalized recommendation engines are  
 coming to healthcare

 Sam Glick

THE DIGITAL HEALTH REVOLUTION IN DOLLARS AND CENTS
IF PEOPLE BECOME AS WILLING TO LISTEN TO HEALTHCARE COMPANIES AS THEY ARE TO ACCEPTING SUGGESTIONS FROM ONLINE 
RETAILERS, UP TO $530 BILLION IN ANNUAL HEALTH SPENDING COULD BE ELIMINATED. HERE’S HOW:

MEDICATION ADHERENCE
Interventions to improve medication adherence 
in people with chronic disease would lead to 
improved health and trim $200 billion.

OVERTREATMENT REDUCTION
It’s estimated 30 percent of medical testing, 
procedures, and medication is unnecessary. 
Helping people get only the care they need 
could trim $150 billion.

SITE OF CARE EFFICIENCY
Guiding people to the most appropriate site of 
care for their condition – be it an emergency 
room or retail clinic – can save $45 billion.

LIFESTYLE IMPROVEMENT
Reducing risk for and incidence of lifestyle 
diseases, such as obesity and type 2 diabetes 
through healthy-living prompts and aid could 
trim $110 billion.

IMPROVED CARE COORDINATION
Better communication and information sharing 
could lead to more e�cient care and $25 billion 
in savings. 

billion$530

$25

$45
$110

$200

$150

US $ BILLION

Source: Oliver Wyman analysis

In the past decade, consumers have shifted 
from worrying about sharing personal financial 
information when shopping on the internet to 
embracing online retailers’ recommendations 
for them. That is because the best online 
retailers offer customers a curated and highly 
personalized shopping experience. They 
empower shoppers with in-depth product 
information and peer opinions and seem to 
know what a consumer is looking for before the 
person asks for it – and sometimes even before 
she or he knows they want it.

Now, healthcare companies are experimenting 
with digital capabilities to see if they can 
encourage a similar level of influence in 

people’s lives. By doing so, they are testing the 
limits of the potential power of repurposing 
online retail innovations that consumers have 
become accustomed to in varied industries and 
potentially revamping healthcare in the process.

For example, digital technology company 
Omada Health helps individuals lose weight 
and prevent diabetes through online behavioral 
counseling. Iora Health attacks unnecessary 
care by pairing technology-powered patient 
analytics with high-touch, team-based care 
at its network of primary-care clinics. And 
Aetna’s iTriage app helps people find the most 
appropriate and affordable care by searching 
a database of symptoms and probable 
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 LEARN FROM 
 ONLINE RETAILERS
 Personalized recommendation engines are  
 coming to healthcare

 Sam Glick

Sam Glick is a partner in Oliver Wyman’s Health and 
Life Sciences practice.

This article first appeared in Harvard Business Review.

causes. The app also provides details on the 
care that is most suitable for that condition, 
along with the nearest medical providers, and 
detailed descriptions and cost information 
on recommended tests and treatments that 
take into account the individual’s specific 
insurance coverage.

Healthcare innovations like these raise intriguing 
possibilities. If, like online retailers, healthcare 
companies manage to develop digital platforms 
that can influence people’s choices, they might 
achieve the holy grail of healthcare: behavior 
change. Once that happens, conditions like 
diabetes might become less prevalent in the 
population, and the quality of people’s lives, 
overall, would be improved.

At the same time, improved care coordination, 
site-of-care efficiency, lifestyle improvement, 
reduction in overtreatment, and higher 
medication adherence could result in more than 
$500 billion a year in healthcare savings.

Today, significant hurdles exist to realizing this 
vision. For starters, the data fueling digitally 
focused healthcare companies remains fairly 
limited in scope. People can auto-schedule 
appointments and receive alerts if there is 
a delay at a provider’s office. But that’s a far 
cry from the data that would be required for 
healthcare companies to develop truly useful 
and proactive tools that would empower people 
to make healthy choices.

Still, it’s clear from the changes already 
underway that digital healthcare is not a 
far-off future. It is already playing out in doses 
across multiple fronts that offer lessons to 
other healthcare companies, and also to 
other industries struggling with how to better 
digitally connect with their customers.

Consider the case of Proteus Digital Health. 
Proteus is a digital technology company that 
uses an ingestible sensor, a wearable patch, 
and a software application to track medication 
adherence. The ingestibles, including pills 
that are activated by stomach acid, detect 
medication intake and physiologic data, and 
can alert an individual (or healthcare provider) 
if medication is skipped or not taken in the 
correct dosage. The technology allows people 
to better manage diabetes, hypertension, and 
other medication-dependent conditions.

Empowering people to monitor chronic care 
conditions like diabetes could significantly 
cut United States healthcare spending, since 
such expenses account for 85 percent of 
medical expenses. It’s estimated about half of 
people with chronic illnesses fail to take their 
medication as prescribed.

The health system has long struggled with 
how to modify people’s behavior to help 
them prevent or manage these conditions. 
By using digital capabilities to develop highly 
personalized insights into an individual’s 
behavior, Proteus is digitally enabling people to 
cope with their condition. It’s both high-tech and 
vastly more high-touch than previous disease 
management efforts.

Some people might find this kind of frequent 
insight into personal health matters to 
be subtly – or literally, as in the case of 
Proteus – invasive. But remember that’s how 
many consumers felt when Amazon and 
Google began to suggest products based on 
a digital consumer profile – all too often with 
amazing accuracy.

If the healthcare industry can develop useful and 
proactive tools, and if it can engender the kind 
of consumer interest that retailers enjoy today, 
then not only will improvements in individuals’ 
well-being be attained; the healthcare landscape 
as a whole will also be profoundly changed.
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 GO TO CYBER EXTREMES
What to do when digitalization goes wrong

Claus Herbolzheimer and Raj Bector

For years, conventional wisdom has dictated 
that organizations focus on preventing the 
most common types of cyber-attacks, rather 
than preparing for that one all-encompassing 
disaster that might never occur. But in 
reality, it is no longer possible to make such 
a tradeoff. Full-blown cyber crises – some 
of them life-threatening – are becoming 
more common. Increasing digitalization and 
interconnectedness are exposing organizations 
more frequently to more sophisticated kinds of 
cyber threats. Planning for worst-case scenarios 
is no longer optional.

Consider that just last year a half-billion 
personal records were stolen or lost. 
Ransomware attacks grew by 35 percent and 
spear-phishing by 55 percent. These types of 
attacks are no longer just harming desktop 
computing. They are starting to cause the 
malfunctioning of critical medical equipment, 
emergency services, and fundamental 
communications. Few organizations’ cyber 
defenses are keeping pace. We estimate that 
only a third of companies are sufficiently 
prepared to prevent a worst-case attack. Based 
on a recent survey by Marsh, Oliver Wyman’s 
sister company, a quarter of companies do not 
even treat cyber risks as significant corporate 
risks. Nearly 80 percent do not assess their 
customers and suppliers for cyber risk. 

As companies roll out more digital innovations, 
they need to adopt more flexible and 
ubiquitous cyber defense measures to meet 
the more extreme threats they now face. 
Failing to do so risks unanticipated costs, 
operational shutdowns, reputational damage, 
and legal consequences. For example, in 
response to growing ransomware and spear-
phishing attacks, many leading organizations 
are drawing up fallback plans to operate offline 
in the event that their operations are crippled. 

Some are going even further and making 
operating offline their preferred approach: 
In response to hacktivists crippling the 
government’s websites through a series 
of cyber-attacks in 2013, Singapore is 
cutting off access to the internet for nearly 
all government computers. Healthcare 
providers and hospitals in the United States 
and Germany are taking critical systems 
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THE STATE OF CYBER RISK MANAGEMENT AT A GLANCE
EVEN THOUGH THE NUMBER OF TARGETED CYBER-ATTACKS IS GROWING BY DOUBLE DIGITS ANNUALLY, 
MANY MEDIUM AND LARGE-SIZED CORPORATIONS STILL DO NOT DEVOTE SUFFICIENT RESOURCES TO 
CYBER RISK MANAGEMENT

The percentage 
of corporations 
that do not 
assess their 
suppliers or 
customers for 
cyber risk

77%

The percentage 
of corporations 
that have less 
than a basic 
understanding of 
their cyber risk 
exposure

30%
The percentage 
of corporations 
that do not 
include cyber 
risks in their 
corporate risk 
registers 

25%

The percentage 
of corporations 
that have not 
yet identified 
one or more 
cyber scenarios 
that could 
a�ect them

43%
The percentage 
of corporations 
that have not 
estimated the 
financial 
impact of a 
cyber-attack

68%

Source: European 2015 Cyber Risk Survey Report, Marsh, Global Risks 2015 

partially offline where connectedness is not 
required and are prepared to go back to pen 
and paper in case an incident impairs their 
digital operations.

Organizations are also changing the way they 
use and store data. Classic forms of data and 
legacy information technology systems are 
not flexible or smart enough to keep up with 
rapidly shifting needs to protect records. To 
respond to cyber threats more rapidly, some 
companies are radically simplifying their 
business setups and technical systems. By 
doing so, companies limit the places where a 
hacker can enter and hide. Splitting data up 
and storing the pieces in different systems 
also reduces the amount of sensitive data 
vulnerable at any one time. 

Other companies are replicating their core 
information technology systems so clients 
can receive basic services even if their own 
systems entirely collapse. For example, some 
banks are reproducing their key IT systems 
in the “cloud” to guarantee basic operations 
can be maintained. Others are striking deals 
with competitors to step in as proxies in the 
event of a cyber crisis. These organizations 
understand that the ramifications of an attack 
on their systems go far beyond the damage to 

their own business: An economic crisis could 
result if millions of businesses and people were 
suddenly denied access to their accounts, 
preventing them from being able to pay 
salaries or bills. 

At the same time, leading organizations are 
examining if adequate safety nets are in place 
to minimize the aftershocks of cyber-attacks 
that cascade to the point that they bring 
down more than one company or industry. 
Government-backed “cyber pool funds,” for 
example, could mitigate the financial impact 
of a complete cyber meltdown, similar to 
funds set aside to assist with the aftermath of 
terrorist attacks or natural disasters. 

The cyber threats that many companies 
previously considered to be unthinkable are 
now daily news. To avoid becoming another 
headline, organizations must prepare for the 
worst – including the unthinkable. 

Claus Herbolzheimer is a Berlin-based partner 
and Raj Bector is a New York-based partner in 
Oliver Wyman’s Digital practice.
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sector, but also for every company and 
person that depends on it.

THE OLIVER WYMAN 
RISK JOURNAL, VOL. 5
A collection of perspectives on the  
complex risks that are determining  
many companies’ futures.

THE PROCUREMENT 
PLAYBOOK
Strategies and plays from  
100 chief procurement officers.

WELCOME TO THE 
HUMAN ERA
A new model for building trusting 
connections, and what brands  
need to do about it.

THE OLIVER WYMAN 
RETAIL JOURNAL, VOL. 4
Retail is an industry in transition. In this 
journal, we focus on the future to help us 
understand where the next upheaval is 
likely to come from and how retailers can 
be prepared. 

THE OLIVER WYMAN 
TRANSPORT & LOGISTICS 
JOURNAL 2016 
Perspectives on the issues facing 
the global transportation and 
logistics industries.

MODULAR 
FINANCIAL SERVICES
The new shape of the industry.

WOMEN IN FINANCIAL 
SERVICES 2016
The financial services industry 
is lagging in unleashing female 
leadership potential.
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